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Employee Data and Privacy
Policy

Introduction

At Stockport County Football Club we take privacy seriously and we are committed to protecting it.

The company is committed to being transparent about how it collects and uses the personal data of its workforce, and to meeting its data protection obligations. This policy sets out the company’s commitment to data protection, and individual rights and obligations in relation to personal data, explaining how this information is used, the conditions under which is may be disclosed to others and how it is kept secure. 

This policy applies to the personal data of job applicants, employees, workers, contractors, players, students, scholars, volunteers, interns, apprentices and former employees, referred to as HR-related personal data. The policy does not apply to the personal data of investors, clients or other personal data processed for business purposes. This policy may change from time to time so please check back occasionally or if you have any queries to ensure you are aware of any changes.

Definitions 

Criminal records data: means information about individuals criminal convictions and offences, and information relating to criminal allegations and proceedings.

Data controller: means an organisation that decides why and how your personal information is processed.

Data subject: means an individual whose personal data is obtained, controlled and processed by a Data Controller. 

Personal data: is any information that relates to a living individual who can be identified from that information.

Processing: is any use that is made of data, including collecting, storing, amending, disclosing or destroying it.

Special categories of personal data: means information about an individual’s racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, health, sex life or sexual orientation or biometric data.

Where this policy refers to “Stockport County Football Club”, “the company”, “we”, “our” or “us” in this policy, unless it mentions otherwise, it refers to the company that employs you and is therefore the controller of your personal information. 

How we collect your personal information 

We collect personal information from you in the following ways:

Personal information you give to us:

This is information about you that you give to us voluntarily by, for example, completing a new starter form, responding to emails requesting details we need for our records, attending a company-organised event or trip, and editing your account details in our HR system.

Personal information we collect about you:

We may collect further information, either by request or automatically, including details of your academic qualifications and previous employment history, and information you may share publicly via third-party professional networks and profiles and news feeds.

Personal information we may receive from other sources: 

We may also obtain certain personal information about you from sources outside of our business which may include third parties, for example, recruitment agencies, DBS services, previous employers and referees, your colleagues, professional bodies and HMRC. 

Types of personal information we process about you 

We may process a range of personal information about you. To make it easier to understand the information that we may use about you, we have divided this information into categories in the list below and provided a short explanation of the type of information each category typically covers.

Behavioural – Such as your activities, actions and behaviours.
Biographical – Such as your previous professional history and experience and criminal record checks. Contact information which can be used to address, send or otherwise communicate a message to you.
Family Circumstances – Such as your marital status, next of kin, details of spouses and or dependents.
Identification – Information contained in a formal identification document such as your passport.
Banking/Billing – Information used to send funds to you in accordance with your employment contract, casual worker agreement or arrangements. 
Fraud – Information relating to the occurrence, investigation or prevention of fraud.
Legal – Information relating to legal claims made by you or again you or the claims process. 

How we use your personal information

The purposes for which we use your information and the legal basis under data protection laws on which we rely to do this are explained below.

Where there is Statutory Legal Requirement

We will use your personal information to comply with our statutory legal obligations, such as to process payment of PAYE and National Insurance contributions with HMRC, to make employer and employee contributions in accordance with the terms of the company’s workplace pension scheme, to respond to any claims brought through the Employment Tribunal Service, in responding to a Data Subject Access Request, and where appropriate to assist any other public authority, industry regulator or criminal investigation body.

Where it is required to complete or comply with your Contract of Employment

We will use and process your personal information in order to comply with the terms of your contract of employment or service agreement, in particular (but not limited to) making remuneration payments, processing requests for leave dealing with disciplinary and grievance matters in accordance with the company’s policies. For the purpose of this description, a ‘contract’ will typically mean a contract of employment, but may also mean a service agreement, consultancy agreement, casual worker agreement, or other similar agreement through which you are providing labour to us.

The company will not process personal data of individuals for any other reasons than those set out in this policy. 

Where the company processes special categories of personal data or criminal records data to perform obligations or to exercise rights in employment law, this is done in accordance with a policy on special categories of data and criminal records data.

The company will update HR-related personal data promptly if an individual advises that his/her information has changed or is inaccurate. The onus is on the employee or worker to notify us of changes in their personal details or circumstances that we may not be aware of.

Personal data gathered during the employment, worker, contractor or volunteer relationship, apprenticeship or internship is held in each individual’s personnel file (in hard copy or electronic format, or both) and within the HR systems we use.

The company keeps a record of its processing activities in respect of HR related personal data in accordance with the requirements of General Data Protection Regulation (GDPR). 

Others who may receive or have access to your personal information

Other suppliers and service providers

We may disclose your information to certain selected third-party service providers, where necessary for the purposes of them providing services to us or directly to you on our behalf. Such third parties may include outsourced payroll processors, cloud service providers (such as software service providers), our auditors, and our workplace group pension provider.

When we use third party service providers in this way, we only disclose to them any personal information that is necessary for them to provide their service and we have policies and procedures in place that requires them to keep your information secure and not to use it other than in accordance with our specific instructions for the purposes intended and set out in this Policy. 

Other members of staff

Other members of staff, as part of their role, have access to some of your Personal Data to the extent this is required in order to fulfil their job description, for example, processing payroll and maintaining employee records.

Also, in the event that we comply with a Data Subject Access Request from another member of staff this may include Personal Data (such as your name and image) collected during the course of your employment using work materials during work time. Any such Personal Data will be redacted from a Data Subject Access Request where it is legally privileged or where such disclosure could prejudice you or other data subjects.

Where we store your personal information 

Information you provide to us may be transferred to countries outside the UK, for example where any of our servers or those of our third-party service providers are from time to time located in a country outside of the UK. These countries may not have similar data protection laws to the UK.

If we transfer your information outside of the UK in this way, we will take steps to ensure that appropriate security measures are taken with the aim of ensuring that your privacy rights continue to be protected as outlined in this policy. This is because some  countries outside of the UK do not have the same adequate data protection laws equivalent to those within the UK. These steps may include, for example imposing contractual obligations on the receipt of your personal information or ensuring that the recipients subscribe to other relevant regulatory regimes or best practice that aim to ensure adequate protection. Please contact us using the details at the end of this policy for more information about the protections that we put in place in these circumstances. 

If you use our services, access our systems or view any of our content whilst you are outside the UK, your information may be transferred outside the UK in order to provide you with those services.

How long we keep your personal information for

When we collect your personal information, the length of time we retain it is determined by a number of factors including the purpose for which we use that information and our obligations under other laws. We do not retain personal information in an identifiable format for longer than we consider necessary.

In order to comply with our legal and accounting responsibilities, we typically retain your personal information for 7 years after the date it is no longer needed by us for any purposes listed under ‘How we use your personal information’ above. Where we are only required to retain some of your information for these purposes, we will use our reasonable endeavours to ‘minimise’ the data and not to retain any information which we do not need to hold for 7 years. 

The only exceptions to this are where:

· The law requires us to hold your personal information for a longer period, or to delete it sooner 
· You exercise your right to have the information erased (where applicable) and we do not need to hold it in connection with any of the reasons permitted or required under the law (see further ‘Erasing your personal information or restricting its processing’ below); or
· In limited cases, the law permits us to keep your personal information for longer, provided we put certain protections in place.

Your individual rights

If you are a citizen of a UK country you have a number of rights in relation to your personal information under data protection law, which are summarised below. Not all these rights may be applicable to citizens of countries outside the UK.

As a data subject, individuals have a number of rights in relation to their personal data.

Subject Access Requests 

As a data subject, all employees and former employees have the right to make a Data Subject Access Request.

If an individual makes a subject access request, the company will provide the individual with a copy of the personal data we hold, and which undergoes processing. This will normally be in electronic form if the individual has made a request electronically unless they agree otherwise. 

Except in rare cases, the company will respond to them within one month from either:

(i) The date that we have confirmed their identity or
(ii) Where we do not need to do this because we already have this information, from the date we received the request.

To make a subject access request, the individual should send the request to dataprotection@stockportcounty.com in the first instance. 

If a subject access request is manifestly unfounded or excessive, the company is not obliged to comply with it. Alternatively, the company can agree to respond but will charge a fee, which will be based on the administrative cost of responding to the request fully.

Other rights

Individuals have a number of other rights in relation to their personal data. They can require the company to:

· Rectify inaccurate data
· Stop processing or erase data that is no longer necessary for the purposes of processing
· Stop processing or erase data if the individual’s rights and freedoms override the company’s legitimate grounds of processing data
· Stop processing or erase data if processing is unlawful
· Stop processing data for a period if data is inaccurate or if there is a dispute about whether or not the individual’s rights and freedoms override the company’s legitimate grounds for processing data. 

To ask the company to take any of these steps, the individual should send the request to dataprotection@stockportcounty.com in the first instance. 

Complaining to the UK data protection regulator

You also have the right to complain to the Information Commissioners Office (ICO) if you are concerned about the way we have processed your personal information. Please visit the ICO’s website for further details.

Data breaches

If the company discovers that there has been a breach of HR related personal data that poses a risk to the rights of freedoms of individuals, it will report it to the Information Commissioner within 72 hours of discovery. The company will record all data breaches regardless of their effect.

If the breach is likely to result in a high risk to the rights and freedoms of individuals, it will tell affected individuals that there has been a breach and provide them with information about its likely consequences and the mitigation measures it has taken.

Your individual responsibilities 

Individuals are responsible for helping the company keep their personal data up to date. Individuals should let the company know if data provided to the company changes, for example if an individual moves house or changes their bank details. 

Individuals may have access to the personal data of other individuals and of our customers and clients in the course of their employment, contract, volunteer period, internship or apprenticeship. Where this is the case the company relies on individuals to help meet its data protection obligations to staff and to customers and clients. 

Individuals who have access to personal data are required:
· To access only data that they have authority to access and only for authorised purposes 
· Not to disclose data except to individuals (where inside or outside the company) who have appropriate authorisation 
· To keep data secure (for example by complying with rules we circulate from time to time on access to documents and files, computer access, including password protection, and secure file storage and destruction)
· Not to remove personal data, or devices containing or that can be used to access personal data, from the company’s premises without adopting appropriate security measures (such an encryption or password protection) to secure the data and the device 
· Not to store personal data on local drives on personal devices that are used for work purposes 
· To report data breaches of which they become aware IMMEDIATELY to your line manager 
· To report any instances of known breaches for suspected breaches of these guidelines by other employees or contractors as soon as you become aware of them.

Failing to observe these requirements may amount to a disciplinary offence, which will be dealt with under the company’s disciplinary procedure. Significant or deliberate breaches of this policy, such as accessing employee or customer data without authorisation or a legitimate reason to do so, may constitute gross misconduct and could lead to dismissal without notice.

Training 

The company will provide training so all individuals about their data protection responsibilities as part of the induction process and at intervals we consider necessary thereafter.

Individuals whose roles require regular access to personal data, or who are responsible for implementing this policy or responding to subject access requests under this policy, will receive additional training to help them understand their duties and how to comply with them.

Changes to this policy

We may review this policy from time to time and any changes will be notified to you through message boards in our HR system. In some circumstances we may also notify or contact you, for example by email, to let you know about changes. 

Any such changes will take effect 7 days after the date on which they published. We recommend all employees and workers regularly check for changes. If you do not agree with any aspect of the updated policy, you must immediately notify us so that we can comply with our obligations in making sure you can exercise your rights.
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