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Our Policy

Stadium MK Groupis committed to complying with data protectionlawandtorespectingthe privacy rights ofindividuals. The policy
appliestoallof ourstaff, workers, directors, trustees, volunteersand consultants (“Workers”).

ThisData Protection Policy (“Policy”) setsout ourapproach todata protectionlawand the principles that we willapply to our
processing of personal data. The aim of this Policy is to ensure that we process personal datainaccordance with the law and with the
utmost care and respect.
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This Policy applies to all companies in our Group of companies. References in this Policy to “us”, “we”, “ourselves” and “our” are to

n ou

Stadium MK Group References to “you”, “yourself” and “your” are to each employee / worker / volunteer to whom this Policyapplies.

Werecognisethatyou haveanimportantroleto playinachievingthese aims. Itis your responsibility, therefore, to familiarise
yourselfwiththis Policyand toapply andimplementits requirements when processingany personal data.

Data protection lawis a complexarea. This Policy has been designed to ensure that you are aware of the legal requirementsimposed
onyouandonus and to give you practical guidance on how to comply with them. This Policy also sets outthe consequences of failingto
complywith these legal requirements. However, this Policy is not an exhaustive statement of data protection law norof ouroryour
responsibilitiesinrelationtodata protection.

If at any time you have any queries on this Policy, your responsibilities or any aspect of data protection law, seek advice. Contact
yourlinemanager or Ryan Gawley, the Data Protection Officer (DPO).

This Policy is divided into two parts. Part 1 is to be read by all Workers. Part 2 is to be read by all Workers who work in the following
fields: Directors; senior managers; human resources; finance; sales; security; data inputting, marketing;

information technology, coaching, teaching, performance and any other roles which involve the handling of personal data relating to
individuals.

DATA PROTECTION 2025




Part One | Toberead byallworkers

1. Whoisresponsible for Data Protection?

1.1 Allour Workers are responsible for data protection, and each person has theirrole to play to make sure that we are
compliant with data protection laws.

1.2 Wearerequiredtoappointa DataProtection officer. Details of ourcurrent DPO can be found onthe
organisation’sintranetand they can be reached at dataprotection@stadiummk.com

2.  Whydo we have a Data Protection policy?

21 Werecognisethat processingofindividuals’ personal datain a carefuland respectful manner cultivates trusting
relationships with those individuals and trustin our brand. We believe that such relationships will enable our
organisationtowork more effectively withandtoprovide abetterservicetothoseindividuals.

2.2 This Policy worksin conjunction with other policiesimplemented by usfromtimetotime, includingforexample the
Retention of Data Policy and any other policies weimplement fromtimetotime.

3. Status of this policy and the implications of breach?

3.1 Any breaches of this Policy will be viewed very seriously. All Workers must read this Policy carefully and make sure they
arefamiliarwithit. Breachingthis Policyisadisciplinary offenceand willbe dealt withunder our Disciplinary
Procedure.

3.2 Ifyou do not comply with data protection laws and/or this Policy, then you are encouraged to report this fact

33 immediately to our DPO. This self-reporting will be taken into account in assessing how to deal with any breach, including

any non-compliance which may pre-date this Policy cominginto force.

3.4 Also if you are aware of or believe that any other representative of ours is not complying with data protection laws
and/or this Policy you should report it in confidence to our DPO. Our Whistleblowing Procedure will apply in these
circumstances and you may choose to report any non-compliance or breach through our confidential whistleblowing
reporting facility.

4. Other Consequences.

4.1 There are a number of serious consequences for both yourself and us if we do not comply with data protection laws.
These include:

4.1.1 Foryou:

4.1.1.1. Disciplinaryaction: If you are an employee, your terms and conditions of employment require you to
complywith our policies. Failureto doso could lead todisciplinary actionincluding dismissal.
Whereyouareavolunteer, failuretocomply with our policies could lead to termination of your
volunteering position with us.

4,1.1.2. Criminalsanctions:Serious breaches could potentially resultin criminal liability.

4.1.1.3. Investigations and interviews: Your actions could be investigated and you could be
interviewed in relation to any non-compliance.
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5.

5.1

5.2

6.

6.1

4.1.2 Fortheorganisation:

4.1.2.2. Civil Fines: These can be up to Euro 20 million or 4% of group turnover whicheveris higher. These
amounts are very substantial.

4.1.2.3. Assessments, investigations and enforcement action: We could be assessed or investigated by, and
obliged to provide information to, the Information Commissioner oniits processes and procedures
and/or subject to the Information Commissioner’s powers of entry, inspection and seizure causing
disruption and embarrassment.

4.1.2.4. Courtorders:These mayrequire ustoimplement measures ortake stepsinrelationto, or cease
orrefrain from, processing personal data.

4.1.2.5. Claims for compensation: Individuals may make claims for damage they have suffered asa result of
our non-compliance.

4.1.2.6. Bad publicity: Assessments, investigations and enforcement action by, and complaintsto, the
Information Commissioner quickly become publicknowledge and might damage our brand.
Court proceedings are publicknowledge.

4.1.2.7. Useofmanagementtimeandresources: Dealing with assessments, investigations,
enforcement action, complaints, claims, etc. takes time and effort and can involve
considerable cost.

Data Protection Laws.

The Data Protection Act 1998 (“DPA”) appliestoany personal data that we process, and from 25th May 2018 this was
replaced bythe General Data Protection Regulation (GDPR)and the Data Protection Act 2018 (“DPA 2018”) (together “data
protectionlaws”)andthen after Brexitthe UK willadoptlaws equivalent to these data protection laws.

Thedataprotectionlawsallrequirethatthe personal datais processedinaccordance with the Data Protection Principles
(onwhich see below) and gives individuals rights to access, correct and control how we use their personal data (on
whichsee below).

Key words in relation to Data Protection.

Thefollowingarekey termsthatare commonly usedinrelation to data protection:

6.1.1 Personaldataisdatathatrelatestoalivingindividual who canbeidentified fromthatdata (orfrom thatdata
and otherinformationin or likely to come into our possession). That living individual might be an employee,
member, coach, athlete, supplier, contractor or contact, and that personal data might be written, oral orvisual
(e.g.CCTV).

6.1.2 Identifiable meansthat the individual can be distinguished froma group ofindividuals (although the name of
thatindividual need not be ascertainable). The data mightidentify anindividual onits own (e.g.anameor
videofootage) or might doiftaken togetherwith otherinformation available to or obtainable by us(e.g.ajob
titleand company name). More details on this can be found in part 2 of this Policy.

6.1.3 Datasubjectis the livingindividual towhom the relevant personal datarelates.

6.1.4 Processingis widely defined underthe dataprotection lawsand generallyanyactiontaken by usin respect
of personaldata will fallunderthe definition, including forexample collection, modification, transfer,
viewing, deleting, holding, backing up, archiving, retention, disclosure or destruction of personal data,
including CCTV images.
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6.1.5 Data controlleris the person who decides how personal datais used, for example we will always be a data
controllerinrespect of personal datarelating to our employees.

6.1.6 Dataprocessorisapersonwhoprocesses personaldataonbehalfofadatacontrollerandonly processes
thatpersonaldatainaccordancewithinstructionsfromthe datacontroller, forexamplean outsourced
payroll provider will be a data processor.

7. Outline.
7.1 The mainthemes of the data protection laws are:

7.1.1 good practices for handling personal data;

7.1.2 rights for individuals in respect of personal data that data controllers hold on them; and

7.13 being able to demonstrate compliance with data protection laws.

7.2 Insummary, the data protection laws require us to:

7.21 only process personal data for certain purposes;

7.2.2 process personal datainaccordance with the 6 principles of ‘good information handling’ (including keeping
personal data secure, processing it fairly and in a transparent manner and keeping it for no longer than is
required);

7.2.3 providecertaininformationtothoseindividualsaboutwhomwe process personal data whichis usually
providedina privacy notice, for example you will have received one of these from us as one of our staff;

7.2.4 respect the rights of those individuals about whom we process personal data (including providing them
withaccesstothe personaldataweholdonthem);and

7.2.5 keep adequate records of how datais processed and, where necessary, notify the regulator and possibly
datasubjectswherethere hasbeenadatabreach.

7.3 Every Worker hasanimportant roleto play in achieving these aims. Itis your responsibility, therefore, to

familiarise yourself with this Policy.

7.4 Data protection law in the UK is enforced by the Information Commissioner’s Office (“ICO”) and they are the regulator for
data protection inthe UK. The ICO has extensive powers, including the ability to impose civil fines of up to Euros 20 million
or4% of group worldwide turnover, whicheveris higher. Also the data protection laws can beenforcedinthe courtsand
thecourtshavethe powertoaward compensationtoindividuals.

8. Data Protection Principles.

8.1 Thedata protectionlaws setout 6 principlesfor maintainingand protecting personal data, whichformthe basis of the
legislation. All personal data must be:

8.1.1 processed lawfully, fairly and in a transparent manner and only if certain specified conditions are met;

8.1.2 collectedforspecific, explicitand legitimate purposes, and not processedin any way incompatible with
those purposes (“purpose limitation”);
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8.1.3 adequate and relevant, and limited to whatis necessary to the purposes for which itis processed (“data
minimisation”);

8.1.4 accurate and where necessary kept up to date;
8.1.5 keptfornolongerthanisnecessaryforthe purpose (“storage limitation”);
8.1.6 processedinamannerthatensuresappropriate security ofthe personal datausingappropriate

technicaland organisational measures (“integrity and security”).

8.2 Moredetailsonthese principles can be foundin Part 2 of this Policy.

9. Data Subject Rights.

9.1 Under data protection laws individuals have certain rights in relation to their own personal data. Insummary these
are:
9.1.1 Therightstoaccesstheir personal data, usually referredtoasasubjectaccessrequest;

9.1.2 Therightto have their personal data rectified;

9.1.3 Theright to have their personal data erased, usually referred to as the right to be forgotten;
9.1.4 Therighttorestrict processing of their personal data;

9.1.5 Therightto objecttoreceiving direct marketing materials;

9.1.6 The right to portability of their personal data;

9.1.7 The right to object to processing of their personal data; and

9.1.8 Therightto not be subject to a decision made solely by automated data processing.

9.2 Notalloftheserights are absolute rights, some are qualified and some only apply in specific circumstances. More
detailsontheserights can befoundin Part 2 of this Policy.

10. Your Main Obligations.

10.1 What this all means foryou can be summarised as follows:
10.1.1 Treatall personal data with respect;
10.1.2 Treat all personal data how you would want your own personal data to be treated;

10.1.3 Immediately notify yourline managerorour DPO ifanyindividualsays or does anything which givesthe
appearance of them wanting to invoke any rights in relation to personal data relating to them;

10.1.4 Takecarewith allpersonaldataanditems containing personal datayou handle orcomeacrosssothat it stays
secureandisonlyavailabletooraccessedbyauthorisedindividuals; and

10.1.5 Immediately notify our DPO if you become aware of or suspect the loss of any personal data or any item
containing personal data. [For more details on this see our separate Data Breach Policy which applies toall
Workersregardless of their position orrolein ourorganisation].

10.2 Moredetailontheobligationsthatapplytothosestaffwho process personal dataonourbehalfcanbefoundin Part 2 of
this Policy which willapply toyouifyouareina position orrole which involves processing of personal data on behalf of
our organisation.

DATA PROTECTION 2025




11. YourActivities.

11.1 Data protectionlaws have differentimplicationsin differentareas of ourorganisation and for different types of activity,
and sometimes these effects can be unexpected.

11.2 Areas and activities particularly affected by data protection laws include Human Resources, payroll, security (e.g.
CCTV), member/customersupport, sales, [data inputting,] marketingand promotions, health and safety, finance,
performance and participation

11.3 You must consider what personal data you might handle, consider carefully what data protection laws might mean for
you and your activities, and ensure that you comply at all times with this policy.

12. Practical Matters.

12.1 Whilstyou should always apply acommon sense approach tohow you use and safeguard personal data, and treat personal
datawith careandrespect, setoutbelowaresome examplesofdosand don’ts:

12.1.1 Do not take personal data out of the organisation’s premises (unless absolutely necessary).

12.1.2 Onlydiscloseyouruniquelogins and passwords forany of our ITsystems to authorised personnel (e.g. IT) and
nottoanyoneelse.

12.1.3 Never leave anyitems containing personal data unattendedin a publicplace, e.g.onatrain, inacafé, etc.and
thiswouldinclude paperfiles, mobile phone, laptops, tablets, memory sticks etc.

12.1.4 Never leave any items containing personal datain unsecure locations, e.g. in car on your drive
overnight and this would include paper files, mobile phone, laptops, tablets, memory sticks etc.

12.1.5 Ifyouarestayingatahotelthen utilisetheroomsafe orthe hotelstaffto storeitems containing personal
datawhenyoudonotneedtohavethemwithyou.

12.1.6 Do encrypt laptops, mobile devices and removable storage devices containing personal data.

12.1.7 Do lock laptops, files, mobile devices and removable storage devices containing personal data away and out
of sight when notin use.

12.1.8 Do password protect documents and databases containing personal data.

12.1.9 Never use removable storage media to store personal data unless the personal data on the mediais
encrypted.

12.1.10  Whenpickingup printing fromany shared printer always check to make sure you only have the printed matter
thatyouexpect,andnothird party’sprintingappearsinthe printing.

12.1.11  Useconfidential wastedisposal forany papers containing personal data, donotplacetheseintothe ordinary
waste, placetheminabin orskip etc., and either use a confidential waste service or have them shredded
beforeplacingthemintheordinary waste disposal.

12.1.12  Dodispose of any materials containing personal data securely, whether the materials are paper based or
electronic.
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12.1.13  Wheninapublicplace, e.g. atrain or café, be careful as to who might be able to see the information onthe
screen ofany device you are usingwhen you have personalinformation ondisplay. If necessary move location
or change to a different task.

12.1.14 Do ensure that your screen faces away from prying eyes if you are processing personal data, even if you are
working in the office. Personal data should only be accessed and seen by those who need to seeit.

12.1.15 Do challenge unexpected visitors or employees accessing personal data.
12.1.16  Donotleave personaldatalyingaround, storeitsecurely.

12.1.17  When speaking on the phone in a public place, take care not to use the full names of individuals or other
identifying information, as you do not know who may overhear the conversation. Instead use initials or just
first names to preserve confidentiality.

12.1.18 Iftakingdowndetails orinstructionsfromacustomerinapublicplace whenthird parties may overhear, try
to limit the information which may identify that person to others who may overhearina similar way toifyou
were speakingonthetelephone.

12.1.19  Neveractoninstructionsfrom someone unlessyouare absolutely sure of theiridentityandifyouare unsure
thentake stepstodeterminetheiridentity. Thisis particularly sowheretheinstructionsrelate toinformation
which may be sensitive ordamagingifitgotintothe handsofathird party or wherethe instructionsinvolve
money, valuable goodsoritemsorcannoteasilybereversed.

12.1.20 Do not transfer personal data to any third party without prior written consent of your line manager or our DPO

12.1.21  Donotifyyourline manager or our DPO immediately of any suspected security breaches or loss of personal
data.

12.1.22  Ifanypersonaldataislost, oranydevices or materials containingany personal dataarelost, reportit
immediatelytoour DPO [For more details onthis see ourseparate Data Breach Policy which appliesto all
Workersregardless oftheir position orrolein our organisation.

12.2 Howeveryou should always take acommon sense approach, andif you see any areas of risk that you think are not
addressedthen please bringittothe attention ofour DPO

13. Queries.

13.1 Ifyou have any queries about this Policy please contact either yourline manager or our DPO

13.2 Thereisalsomore detailon Data Protection containedin Part2 of this Policy. Evenifyouarenotrequiredto read Part2
ofthis Policy, you may find theanswer toany queries you havein Part 2and you arealso encouraged to read Part 2.
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Part Two | To beread byall Workers who work/volunteer inthe following fields: Directors; senior managers;
human resources; finance; sales; security; data inputting, marketing; information technology, coaching,
teaching, performance and any otherroles which involve the handling of personal data relating to
individuals

14. Personal Data.

14.1 To expand on the informationin Part 1 of this Policy data will relate to an individual and therefore be their personal

data if it:
14.1.1 identifies the individual. For instance, names, addresses, telephone numbers and email addresses;
14.1.2 itscontentisabouttheindividual personally. Forinstance, medical records, credit history, arecording of their

actions, or contact details;
14.1.3 relates to property of the individual, for example theirhome, their car or other possessions;

14.1.4 itcouldbe processedtolearn, record ordecide somethingabouttheindividual (orthisisa consequence of
processing). Forinstance, if you are able to link the data to the individual to tell you something aboutthem, this
willrelateto theindividual (e.g. salary details for a post where thereis only one namedindividualinthat post, or
atelephonebillforthe occupier ofaproperty wherethereisonly one occupant);

14.1.5 is biographicalinasignificantsense, thatisitdoes more than record the individual’s connection with or
involvementinamatter orevent which hasno personal connotations forthem. Forinstance, ifan individual’s
nameappearsonalistofattendeesofan organisation meetingthismay notrelatetothe individualand may
be more likely to relate to the company they represent;

14.1.6 hastheindividualasitsfocus, thatistheinformationrelatestotheindividual personally ratherthanto some
otherpersonoratransactionoreventhewasinvolvedin. Forinstance, ifaworkmeetingisto discussthe
individual’s performancethisislikelytorelatetotheindividual;

14.1.7 affects the individual’s privacy, whether in their personal, family, organisation or professional capacity, for
instance, emailaddressorlocationandworkemailaddressescanalsobepersonal data;

14.1.8 isanexpressionofopinionabouttheindividuale.g.recordsstoredinthe course ofacoaching
assessmentor details regarding a participant’s performance; or

14.1.9 isanindication of our (oranyotherperson’s)intentions towards theindividual (e.g. howacomplaintby that
individual will be dealt with).

14.2 Information about companies or other legal persons who are not livingindividuals is not personal data. However,
information about directors, shareholders, officers and employees, and about sole traders or partners, is often personal
data, sobusinessrelatedinformation can often be personal data.

14.3 Examples ofinformation likely to constitute personal data:
14.3.1 Unique names;
14.3.2 Namestogetherwith emailaddressesorother contactdetails;

14.3.3 Jobtitleand employer (ifthere is only one personin the position);
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14.3.4 Video -and photographicimages;

14.3.5 Informationaboutindividuals obtained as aresult of Safeguarding checks;
14.3.6 Medical and disability information;

14.3.7 Member profile information (e.g. marketing preferences); and

14.3.8 Financial information and accounts (e.g. information about expenses and benefits entitlements, income
and expenditure).

14.4 Examples of information unlikely to constitute personal data:

14.4.1 Referenceto the individual’s name in a document that contains no other personal data about that them (e.g.
including the individual in alist of attendees of a meeting where the individual attended in an official capacity
on behalf of acompany); and

14.4.2 Wherethe individual’'s name appearsin an email that has been sent to or copied to them, but where the content
isnotabouthimorher(e.g.emailssenttotheindividualaboutan organisation’s dealings).

15. Lawful basis for Processing.

15.1 Forpersonaldatatobe processed lawfully, we mustbe processiton oneofthelegalgroundssetoutinthedata
protectionlaws.

15.2 For the processing of ordinary personal data in our organisation these may include, among other things:
15.2.1 thedatasubjecthasgiventheir consenttothe processing;
15.2.2 the processingis necessaryforthe performance ofa contract withthe datasubject;

15.2.3 the processingis necessary forthe compliance with atlegal obligation to which the data controlleris subject;
or

15.2.4 the processingis necessary for legitimate interest reasons of the data controller orathird party
i.e.youare processingsomeone’s personal datain ways they would reasonably expectit to be processedand
which haveaminimal privacyimpactonthe datasubjectorwherethereisacompelling justification for the
processing.

16. Special Category Date.

16.1 Specialcategory dataunderthe dataprotectionlawsis personal datarelatingtoanindividual’s race, political opinions,
health, religious or other beliefs, trade union records, sex life, biometric data and genetic data.

16.2 Underdata protectionlawsthistype ofinformationisknown as special category dataandcriminal records history
becomesits own special category whichis treated for some parts the same as special category data. Previously these
types of personal data were referred to as sensitive personal data and some people may continue to use this term.

16.3 Tolawfully processspecial categories of personal datawe must ensure that one ofthefollowing conditions has been
met:

16.3.1 theindividualhasgiventheirexplicitconsenttothe processing;

16.3.2 the processingis necessary for the performance of our obligations under employment law;
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16.3.3 the processingis necessaryto protectthevitalinterests ofthe datasubject. The ICO has previously
indicated thatthis conditionisunlikelytobe metotherthaninalifeordeath orother extremesituation;

16.3.4 the processing relates to information manifestly made public by the data subject;
16.3.5 the processing is necessary for the purpose of establishing exercising or defending legal claims; or

16.3.6 the processingis necessary for the purpose of preventative or occupational medicine orforthe
assessment of the working capacity of the employee.

16.4 To lawfully process personal data relating to criminal records and history there are even more limited reasons, and we
must either:

16.4.1 ensurethateithertheindividual hasgiventheirexplicitconsenttothe processing; or

16.4.2 ensurethat our processing of those criminal records history is necessary underalegal requirement imposed
upon us.

16.5 We would normally only expect to process special category personal data or criminal records history data usually in either:

16.5.1 Human Resources context and relating to posts that require a level of Criminal Record Check (CRC) and/or a
Disclosure and Barring Service (DBS) check; and/or,

16.5.2 Where medical datais being held / processed
17. When do we process Personal Data?

17.1 Virtually anything we do with personal data is processing including collection, modification, transfer, viewing, deleting,
holding, backing up, archiving, retention, disclosure or destruction. So even just storage of personal dataisaformof
processing. We might process personal data usingcomputers or manually by keeping paper records.

17.2 Examples of processing personal data might include (this is not an exhaustive list):
17.2.1 Using personal data to correspond with members;
17.2.2 Holding personal datain our databases or documents; and

17.2.3 Recording personal datain personnel or member files.
18. What does that mean?

18.1 We process personaldataevery dayforany numberof purposes andinany number of ways. We must, therefore, comply at
all times with the Data Protection Principles.

19. Data Protection Principles and what you must do?

19.1 There are 6 data protection principles. You must comply with these principles when you process personal data.

19.2 Thereareindicationsinrelationtoeach principle asto whatyou mustand must notdo. However, these are not
exhaustive and for guidance only. You must use your common sense and be mindful of the potential implications toan
individual of you processingtheir personaldata. The principlesarethat personal data mustbe:
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19.2.1 processed lawfully, fairly and in a transparent manner and only if certain specified conditions are met;

19.2.2 collectedfor specific, explicitand legitimate purposes, and not processedinany way incompatible with
those purposes (“purpose limitation”);

19.2.3 adequate andrelevant, and limited to whatis necessary to the purposes for which itis processed (“data
minimisation”);

19.2.4 accurate and where necessary kept up to date;
19.2.5 kept for no longer than is necessary for the purpose (“storage limitation”); and

19.2.6 processedinamannerthatensuresappropriate security ofthe personal datausingappropriate
technicaland organisational measures (“integrity and security”).

20. Personal Data must be processed fairly, lawfully and transparently?

20.1 You must not process personal data obtained illegally (e.g. stolen). You must not process personal data obtained by
misleading, pressurising orinducing anindividual.

20.2 Youmustinformanindividual: whothedata controlleris(i.e. Your manager) the purpose for which personal data isto be
processed;andanyadditionalinformationthatisnecessarytoensurethattheprocessingisfairand transparent.

20.2.1 Inthe majority of cases, it will be sufficient for the individual to have been provided with our privacy notice
applicabletothe category of individualto satisfy this requirement. This can be done by using ourapproved
standard forms, contracts and terms, and approved scripts, that contain ourrelevant privacy notices.
Therefore, youmustuse approved standard documentsandscripts atalltimes.

20.2.2 Ifyouare processing personal datain a new or extraordinary way, you must confirmthat thisis covered
by our privacy notice. Ifin doubt, seek advice fromyour line manager orthe DPO.

21. Personal Data must be collected for specific, explicit and legitimate purposes, and not processedin any
way incompatible with those purposes (“purpose limitation”).

21.1 You must only process personal data for purpose for which it was collected e.g. if you have taken a member’s details to
forward information to them on our products and services, you must not pass those details on to a third party seeking
to promote their services.

21.2 If personal dataisto be processed foranother purpose, the individual must be informed of that purpose.

21.3 Againthe purposesfor whichwe collectand process personal dataare setoutin ourstandard privacy notices. Thisis
anotherreasontomakesureyoualwaysuseourstandard documents.

2. Personal Data must be adequate and relevant, and limited to what is necessary to the purposes for
whichitis processed (“data minimisation”).

22.1 You must ensure that the personal data can be used for the purposes for which it was collected. This means collecting
whatweneedto collect, butnot more personaldatathanweneed nortoolittle personal data.

22.2 Ifwe do not collect sufficient personal datato utilise it foritsintended purpose, it should be securely deleted or
destroyed.
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22.3 If more personal data than is required has been collected, the unnecessary personal data should be securely deleted
or destroyed.

22.4 When collecting personaldataorrecording personal data, think whetheritisinfact needed for the purpose for which it
is collected.

23. Personal Data must be accurate and, where necessary, keep up to date

23.1 When recording personal data make sure that you record it accurately. This is always important, but especially so where
personal datais being entered into a database that may be reused on numerous occasions. Any mistakesorerrorsin
the personal datawillrepeatthemselves eachtimeitisused.

23.2 Wherever possible, you must regularly confirm that personal data is correct and update databases accordingly (notingif
personaldataisincorrectand correctingitaccordingly).

23.3 Where you become aware that personal dataisincorrect, then the personal data should be corrected to remove the
errors.

24. Personal Data must be processed in a manner that ensures appropriate security of the personal date
using appropriate technical and organisational measures (“Integrity and security”).

24.1 You must delete data no longer required to fulfil the purposes for which it was originally collected.

24.2 Retention periodsfordatawillbe setoutin our Data Retention Policyandalsoin ourstandard privacy notice provided
to the individual.

24.3 Whatis ‘necessary’ willdepend onthecircumstances. Use yourcommonsenseandifindoubt, seekadvice. Once
deleteditmaynotbe possibletoretrieve personaldatadeletedinerrorsoitisalwaysbesttocheck before permanently
deleting any personal data.

24.4 Our systems are set up to automatically delete personal data where possible at the end of the relevant retention period.

25. Personal Data must be processed in a manner that ensures appropriate security of the personal date
using appropriate technical and organisational measures (“Integrity and security”).

25.1 Whatareappropriate measures willdepend onthe circumstances, particularly the nature of the personal datayou
are processing, the harm that might result to the individual, the technologies available to you to keep personal data
secure (e.g.encryption software) and the costof measures.

25.2 Most of these technical and organisational measures are set for you by the organisation, and you just need to follow
them.Youmusttherefore followallsecurity policies, guidelinesandinstructionsissued toyouatalltimes. Thisincludes
both security for electronicsystems and devices and also physical security.

25.3 Specific parts of the organisation will have responsibility for implementing various technical and organisational measures
to protect personal data, for example IT in relation to our computer systems, and HR in relation to our Workers.
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26. Foreign Transfers of Personal Data.

26.1 Personaldatamustnotbetransferred outsidethe European EconomicArea (EEA) unlessthedestination country
ensuresanadequatelevel of protection for therights of the data subjectinrelationto the processing of personal data or
we putin place adequate protections.

26.2 These protections may come from special contracts we need to putin place with the recipient of the personal data,
fromthemagreeingtobe bound by specificdata protectionrules orduetothefactthattherecipientsown country’s laws
provide sufficient protection.

26.3 Theserestrictions alsoapply totransfers of personal data outside of the EEA evenifthe personal datais not being
transferred outside of our group of companies.

26.4 Youmustnotunderanycircumstancestransferany personaldata outside ofthe EEAwithoutyourline
manager’sorour DPO’s prior written consent.

26.5 Wewillalsoneedtoinformdata subjects ofanytransferoftheir personal data outside of the UKand may need to amend
their privacy notice to take account of the transfer of data outside of the EEA.

26.6 Ifyouareinvolvedinanynew processing of personal data which mayinvolve transfer of personal data outside ofthe EEA,
then please seek approval of your line manager or our DPO prior toimplementing any processing of personal data which
may have this effect.

27. DataSubject Rights.

27.1 Individuals have certainrights under data protection laws (Rights). Theseare:
27.1.1 therightofaccess (alsoknownasadatasubjectaccessrequest)
27.1.2 therighttorectification
27.1.3 therightto erasure (alsoknownastherightto be forgotten)
27.1.4 therighttorestrict processing
27.1.5 theright to data portability
27.1.6 therighttoobject
27.1.7 rights in relation to automated decision making and profiling.

27.2 The exercise of these Rights may be made in writing, including email, and also verbally and should be responded toin
writing by us (if we are the relevant data controller) without undue delay and in any event within one month of receipt of
the request. That period may be extended by two further months where necessary, taking into account the complexity
and number of the requests. We must inform the individual of any such extension within one month of receipt of the
request, together withthereasonsforthedelay.

27.3 Where the data subject makes the request by electronic form means, any information is to be provided by
electronicmeans where possible, unless otherwise requested by theindividual.

27.4 Ifwereceivetherequestfromathird party (e.g.alegal advisor), we must take steps toverify that the request was, infact,
instigated by theindividualand thatthethird partyis properly authorised to make the request. This willusually mean
contactingtherelevantindividual directly to verify thatthethird partyis properly authorised to make the request.
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27.5 There arevery specificexemptions or partial exemptions for some of these Rights and they will be discussedin relation
to the specific rightin sections 30 to 39 below.

27.6 Where anindividual considers that we have not complied with their request e.g. exceeded the time period, they can seek
acourt orderand compensation. If the court agrees with the individual, it will issue a Court Order, to make us comply.
The Courtcanalsoaward compensation.

27.7 Theindividual can also complain to the regulator for privacy legislation, which in our case will usually be the ICO, and they
toocan make uscomplyandcanalsoimposeacivil fineuponus.

27.8 In addition to the rights discussed in this document, any person may ask the ICO to assess whether itis likely thatany
processingof personaldatahasorisbeingcarried outincompliance with the data protectionlaws. The ICOmust
investigateand may serve aninformation notice on us (ifwe are therelevant datacontroller) to obtain relevant
information. The ICO may also conduct an informal investigation to start with, usually by writing a letter to us asking us to
explain the position.

27.9 Theresultofanyinvestigation maylead to an enforcement notice beingissued by the ICO. Any letters, assessments,
information notices orenforcementnoticesfromthe ICO should beimmediately sentdirectlyto our DPO.

28. Notification & Response Procedure.

28.1 IfyoureceiveaverbalrequestinrelationtoaRight, or believe you have averbal request for the exercise of a Right, you
should:

28.1.1 pass the call or person toyour supervisor/manager if possible (unless you are a supervisor/manager). The
supervisor/manager should make a written record of all relevant details and explain the procedure. If
possibletrytogettherequestconfirmedinwritingaddressedtoourDPO. Ifitisnot possibleto transferthe
individual over then make a written record of the request and contact details for individual making the
request; and

28.1.2 inform our DPO of the request and pass them any written records relating to the request.
28.2 Ifaletter or fax exercisinga Right is received by you then you should:
28.2.1 pass the letter to your supervisor/manager;

28.2.2 thesupervisor/manager mustlogthereceiptoftheletter with our DPOandsendacopy ofit to
them; and

28.2.3 our DPO willthenrespondtotheindividual on ourbehalf.
28.3 Ifan email exercisinga Rightis received by you then you should:
28.3.1 passtheemailtotheirsupervisor/manager;

28.3.2 thesupervisor/manager mustlogthereceipt oftheemailwith our DPOandsendacopy ofit to
them; and

28.3.3 ourDPO willthenrespondtotheindividual on ourbehalf.

28.4 Our DPO will co-ordinate our response which may include written material provided by our external legal advisors.
Theactiontakenwilldepend uponthe nature oftherequestandthe Right. Our DPO will write to the individual and
explainthe legalssituation and whether we will comply with the request. Astandard letter/email from our DPO should
suffice in most cases.
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28.5

28.6

28.7

Our DPO willinform the relevant management line of any action that must be taken to legally comply with any exercise
of rights. Our DPO willalso co-ordinate any additional activity required by our IT department to meet the exercise of
any of the Rights.

The manager/senior manager who receives the request will be responsible for ensuring that the relevant
response is made within the time period required.

OurDPQ’sreply will be validated by the relevant manager of the department producing the response. For more complex
cases, the letter/emailto be sentwill be checked by our external legal advisors.

29. How to locate information for Data Subject Right requests and requests for the right to be forgotten.

29.1

29.2

29.3

29.4

29.5

29.6

29.7

29.8

Ifyouareresponsibleforcarryingout orcoordinatingany searchesfor personal datathenthis section will assistyou
inhowyoushouldapproach carryingoutthe searches.

The personal dataweneedto provideinresponsetoasubjectaccessrequest, righttobeforgotten oranyother exercise
ofdatasubjectrights maybelocatedinseveralfilingand/ornetwork systems, soitisimportantto identify atthe outset
thetypeofinformation requestedtoenableafocusedsearch.

However, you should note that the individual is not obliged to clarify the scope of what we will need to search for, so whilst
we can ask, we may not receive a useful clarification or any response at all. In this case we still have to comply with the
original request.

Depending onthetype of information requested, you may need to search all or some of the following:

29.4.1 electronicsystems (e.g. databases, networked and non-networked computers, servers, customer records,
humanresourcesrecords system, emaildata, CCTV);

29.4.2 manual/paper filing systems (but only if they are ‘structured filing systems’, on which see below); and
29.4.3 any data systems held externally by our data processors.

Ifyou are notauthorised to access the relevant system or files that need to be searched, then you will not be ableto
carryoutthesearchinthosesystemsorfiles. Inthis case you willneed to delegate those aspects ofthe search to a person
whoisauthorised to access the relevant system orfiles.

Youshould conductareasonablesearch oftherelevant systemsusingtheindividual’sname, employee or

membership number, address, national insurance number, telephone number, emailaddress or other
informationspecifictothatindividual. Ineach casethescope of thesearch maybe different, and youshould check with our
DPO before commencing any search.

Ifinformationis not part of a structured filing system, it does not amount to personal data and will fall outside the scope
of personal data under the data protection laws, and therefore will not be caught by the rights of data subjects.

Tobeastructured filing system, the system must be:

29.8.1 containinformationrelatinginsome waytoindividuals. Usually, there would be morethanonefilein the
system or a group of information referenced by acommon theme (e.g. an absence spread sheet). Thefilesneed
notbelocatedinthesamegeographicallocation, butcould be dispersed over different locations;
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29.8.2 structured by reference toindividuals (e.g. by name oremployee oraccount number) or by reference to
informationrelatingtoindividuals (e.g. type ofjob orlocation,address), soitis clearatthe outset whether
the system might contain information capable of amounting to personal data and, if so, in which file(s) it is
held; and

29.8.3 structuredsothatspecificinformationrelatingtoa particularindividualis readily accessible. This means
thatthe system must be indexed or referenced so as to easily indicate whether and where in the file data
about theindividual is located.

29.9 Therefore, astructured filing system which is subject to the data protection laws must have an externaland internal
structure which allows personal data about an individual to be located relatively easily without having to conducta
manualsearchoftheentirefile. Ifyouhavetothumbthroughthe wholefiletofind specific information, thefile is
not a structured filing system.

29.10 Itmighthelptoapplythe ‘temptest’ todetermineifasystemisarelevantfilingsystem. Askyourselfifatemp with no
specialist knowledge of our internal processes and procedures could, if asked to retrieve information aboutaspecified
individual, identify thatthe system mighthold suchinformation and whereinthatsystemthe information would be. If
soitwillbeastructuredfilling system.

29.11  Youshouldliaise withour DPOinrelationtothesearchestobecarried outandthey willalsoliaise with our IT
departmentin relation to searches of our IT systems. Usually, you will be required to carry out searches of any physical
files or records.

30. Right of Access.

30.1 This paragraph contains the specific procedure to be followed where anindividual exercises their right of access (also
known as a data subject access request). The request need not refer to the Right, forinstance, it might simply request ‘a
copy of allthe information that you have about me’.

30.2 There are limited timescales within which we must respond to a request and any delay could result in our failing to meet
those timescales, which could lead to enforcement action by the ICO and/or legal action by the affected individual.

30.3 The data protection laws gives individuals the right to obtain:
30.3.1 confirmationthattheirpersonaldatais being processed;
30.3.2 accesstotheirpersonaldata;and
30.3.3 accesstoothersupplementaryinformation.

30.4 Theindividualis entitled toreceive adescription of the following:
30.4.1 the purposesforwhich we processthedata;
30.4.2 the categories of personal data we process about them;
30.4.3 therecipientstowhomwe may disclose thedata;
30.4.4 the durationforwhich the personal data may bestored;
30.4.5 therights ofthe datasubject underthe data protectionlaws;

30.4.6 anyinformationavailableregardingthe source of thedatawereitisnotcollected fromthedata subject
direct;
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30.4.7 the right of the data subject to make a complaint to the supervisory authority for data protection;

30.4.8 thelogicbehind any automated decision we have taken about him or her (see below), the significance and
consequences of this automated processing.

30.5 Plus we mustalso provide theinformation constituting theindividual’s personal data whichis withinthe scope of their
request. We must provide thisinformationinanintelligible formand technicalterms, abbreviations and codes must
beexplained,and wherethe request was made electronically we can, unlessthe datasubject specifies otherwise, also
provide the information in electronic form.

30.6 Iftheindividualrequests details on automaticdecisions made about him, we must provide appropriate
information, butinaformatthatdoesnotcompromiseanytradesecrets.

30.7 Wemay:
30.7.1 ask for additional information to confirm the identity of the individual making the request;

30.7.2 requestthatthescopeoftherequestisnarrowedinordertoeasethesearchestobeundertaken (but the
individualdoesnothavetoagreetosucharequestfromus);and

30.7.3 where requests are manifestly unfounded or excessive, because they are repetitive: (a) charge a reasonable
fee consideringthe administrative costs of providing the information (and the amount can be subject to limits);
or(b)orrefusetorespond. Where we refusetorespond to arequest, we must explain why to the individual,
informing them of their right to complain to the supervisory authority and toajudicial remedy withoutundue
delayandatthelatestwithinone month.

30.8 Wherewe processalarge quantity ofinformation about anindividual, the data protection laws permitustoask the
individualtospecify theinformationtherequestrelatesto. Thelegislation does notintroduce an exemption forrequests
thatrelatetolargeamountsofdata, butwe maybeableto consider whethertherequestis manifestly unfounded or

excessive.

30.9 We should verify the identity of the person making the request, using “reasonable means” if we are not sure about
their identity.

31. Redactions.

31.1 Where we are providinginformation to anindividual where they have made a subject access request, they are only
entitledtotheirpersonaldata. Theyare notentitled toseeinformation whichrelatestootherindividuals or to other
people, e.g.toacompany.

31.2 Inthese cases we would redact, i.e. blank outin a permanent way, any information whichis not the personal data of the
individual making the subject access request.

32. Disclosing Personal Date to other individuals.

32.1 Sometimesinformationthatis determinedtobe personaldataaboutoneindividualmightincludeinformation
identifying or personal dataaboutanother person (e.g. an email between two people might contain personal
informationrelatingtoboththesenderandtherecipient)andinsome casesitisnotpossibletoredactthe
information aboutthe other person. There are additional steps to considerin relation to whether we disclose this
information.

32.2 We mustconsider whetherthe other personhasconsentedtothedisclosure oftheirinformation orwhetherit would
bereasonabletocomplywiththerequestwithouttheotherperson’sconsent.

323 Where the other person has consented, their information can be disclosed.
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32.4 Where the other person has not consented, whether it would be reasonable to disclose that person’s information will
dependuponallthecircumstances and you mustassess these on acase by case basis.

32,5 We would consider whether:
32.5.1 The other person has refused their consent;

32.5.2 The other person’s consent cannot be obtained (e.g. because they are incapable of givingitdue to illness or
incapacity);

32,53 Asking for consent might reveal the identity of the individual making the request;
32.5.4 We owethe other personaduty of confidentiality;
32,55 We have taken any steps to obtain the consent of the other person;

32.5.6 The other personisarecipientorone of a class of recipients who mightactonthe datatothe
individual’sdisadvantage;

32.5.7 Theother personisthesource oftheinformation;
32.5.8 Theinformationisgenerally known by theindividual;and

32.5.9 Theindividualhasalegitimateinterestinthedisclosure ofthe other person’sinformation whichthey have
made known to us.

32.6 Ifyoudecide thatthe other person’sinformation should be withheld (usually it should be), westillhave to provide as much of
theinformation requested as we can. Therefore, we should protect the other person’sidentity by redacting as much of
thisinformation and other identifiable particulars.

32.7 Always keeparecord of whatyou havedecided todoandyourreasonsfordoingit.
33. Exemptions to the Right of Subject Access

33.1 In certain circumstances we might be exempt from providing personal datainresponsetoasubjectaccess request.
These exemptionsare described below and should only be applied on a case by case basis aftera careful
consideration of all the facts.

33.2 Crime detection and prevention

33.2.1 We do not have to disclose personal data that we process for the purposes of preventing or detecting crime,
apprehending or prosecuting offenders, or assessing or collecting any tax or duty, if and to the extent that
givingsubjectaccesswouldbelikelyto prejudice any ofthese purposes.

33.3 Confidential references

333.1 Wedonothavetodisclose certain confidential references thatwe have giventothird parties, but might
havetodisclose confidential references that we receive fromthird parties. Bearin mind that references
received fromthird parties may contain personal data ofanother person, soyoumust considertherules
regardingdisclosure of other party’s personaldatasetoutabove.

33.4 Legal professional privilege

33.4.1 Wedo nothavetodisclose any personal data thatislegally privileged. The following would be legally
privileged:
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33.4.2 confidentialcommunications betweenusand ourlawyerswhere the dominant purpose ofthe
communication is the giving or receiving of legal advice; and

33.4.3 confidential communications between us or our lawyers and a third party (e.g. a witness) where the
dominant purpose of the communicationisto give orseeklegal advicein respect of current or potential
legalproceedings. Thisclaimtolegal privilege would end assoon asthe case hasbeen decided and, at
thatmoment, the documentsin thefile might be disclosable if a subject access request is received.

33.5 Management forecasting

33.5.1 Wedo nothavetodisclose any personal datawhich we process forthe purposes of management
forecasting or management planningto assist usin the conduct of any organisation or any other activity
(e.g.staffrelocations, redundancies, succession planning, promotions and demotions)if andtothe
extentthatdisclosingthe personaldatawould belikely to prejudice the conduct ofthat organisation or
activity.

33.6 Negotiations

33.6.1 Wedonothavetodiscloseany personal dataconsistingofrecords of ourintentionsinrelationtoany
negotiations with theindividualwhere doingsowould belikelyto prejudice those negotiations.

33.6.2 Inany cases of doubt then speak toour DPO and it may be that external legal adviceis necessaryin relation to
whetherornotanexemptioncanbeappliedinaparticularcase.

34, RighttoErasure.

34.1 The right to erasure is also known as ‘the right to be forgotten’. The broad principle underpinning this right is to enable
an individual to request the deletion or removal of their personal data where there is no compelling reason for its
continued processing.

34.2 The right to erasure does not provide an absolute ‘right to be forgotten’. Individuals have a right to have their personal
data erased and to prevent processing in specific circumstances:

34.2.1 wheretheir personaldataisnolongernecessaryinrelationtothe purpose for whichitwasoriginally
collected/processed;

34.2.2 when the individual withdraws consent (but only to the extent that consent is the only basis for
processing their personal data);

34.23 whentheindividual objectstothe processing of their personal dataandthereisnooverriding
legitimate interest for continuing the processing;

34.2.4 wheretheir personal datawas unlawfully processed;
34.2.5 where their personal data has to be erasedin order to comply with a legal obligation; and
34.2.6 wheretheir personal datais processedinrelation to the offer of information society servicesto a child.
34.3 Thereare some specificcircumstances where theright to erasure does notapply and we can refuse to deal with arequest:

34.3.1 toexercisetheright of freedom of expressionandinformation;
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34.3.2 to comply with alegal obligation or for the performance of a publicinterest task or exercise of
3433 official authority;
343.4 forpublichealth purposesinthe publicinterest;

34.35 archiving purposes in the publicinterest, scientific research historical research or statistical
purposes; or

34.3.6 theexercise ordefense oflegal claims.

344 If we have disclosed the personal data to be erased to third parties, we must inform them about the erasure of the
personaldata, unlessitisimpossible orinvolvesdisproportionate effortto do so.

35. Rightto Rectification.

35.1 Anindividual has therighttoask usto:
35.1.1 correctinaccurate personal data;
35.1.2 completeinformationifitisincomplete;and
35.1.3 delete personal data whichisirrelevant or no long required for our purposes.

35.2 Ifwe havedisclosedthe personal datain questiontothird parties, we mustinformthem ofthe rectification request
where possible. We must also inform the individuals about the third parties to whom the data has been disclosed where
appropriate.

35.3 Ifdataisfactually correctand wearejustified inkeepingit, i.e.itisrelevanttothelawful purpose we are holding it forthen
wedonothavetochangeordeleteit, buttheindividual may makearequestforerasure, i.e. theright tobe forgotten,and
inthatcasewe would havetoanalysethe personaldataand whetherwecanretainitbased on that Right.

35.4 Wherewearenottakinganyactioninresponsetoarequestforrectification, we mustexplainwhytothe individual,
informingthem oftheirright tocomplaintothe supervisory authority (usually the ICO) and toseek a remedy from the
Courts.

36. Right to Restrict Processing.

36.1 Anindividualis entitled to require us to stop or not begin processing their personal data. When processing is
restricted, we are permitted to store their personal data, but not further processit exceptin the exercise ordefense
oflegal claims orforthe protection oftherights of anothernatural orlegal person orforreasons ofimportant public
interest. We can retain just enough information about the individual to ensure that the restriction is respected in
future.

36.2 We will be required to restrict the processing of personal data in the following circumstances:

36.2.1 whereanindividual conteststheaccuracy ofthe personal data, we should restrict the processing until we have
verified the accuracy of the personal data;

36.2.2 whereanindividual has objected to the processing (where it was necessary for the performance of a public
interesttaskor purpose of legitimate interests), and we are consideringwhether ourlegitimate grounds
override those of the individual;

36.2.3 when processing is unlawful and the individual opposes erasure and requests restriction instead; and
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36.2.4 ifwenolongerneedthe personaldatabuttheindividualrequiresthe datatoestablish, exercise or defend
a legal claim.

36.3 Previously given consent for processing can be revoked at any time by the individual, therefore we cannot justify continued
processing of data asaresult of a previous consent.

36.4 Theindividualdoes nothavethisrightiftheindividualhasenteredintoacontract withusandthe processingis necessary
for the fulfilment of that contract.

36.5 We mustinformindividuals when we decide to lift a restriction on processing (for example, if an individual contested
ourrighttoprocesstheir personaldataonlegitimateinterestgroundsand we subsequentlyfound that our
processing was justified on these grounds).

36.6 Ifwe havedisclosed therestricted personal datatothird parties, we mustinformthemabouttheerasure ofthe personal
data, unlessitisimpossible orinvolves disproportionate effortto do so.

37. TheRight to Data Portability.

37.1 The right to data portability allows individuals to obtain and reuse their personal data for their own purposes across
differentservices. Iftheindividual requestsit, we mayberequired totransmitthedatadirectly to anotherorganisation
ifthisistechnicallyfeasible. However, we are notrequired toadoptor maintain processing systems that are technically
compatible with other organisations.

37.2 Theright to data portability only applies:
37.2.1 topersonal dataanindividual has provided to adata controller;
37.2.2 wherethe processing is based on the individual’s consent or for the performance of a contract; and
37.2.3 when processingis carried out by automated means.

37.3 We must provide the personal datain a structured, commonly used and machine-readable form. Open formats include
CSVfiles. Machinereadable meansthattheinformationisstructured sothatsoftware can extract specificelements
ofthedata. Thisenablesotherorganisationstousethedata. Theinformation mustbe provided free of charge.

37.4 If the personal data concerns more than one individual, we must consider whether providing the information would
prejudice therights of any otherindividual.

38. Rightto Object.

38.1 Individuals have therightto object to:
38.1.1 processingbased onlegitimateinterests;
38.1.2 the performance of a task in the public interest/exercise of official authority (including profiling);
38.1.3 direct marketing (including profiling); and
38.1.4 processing for purposes of scientific/historical research and statistics.

38.2 Ifwe process personal dataonthe basis of our legitimateinterests orthe performanceofataskinthe public
interest/exercise of official authority:

38.2.1 individuals must have an objection on “grounds relating to his or her particular situation”; and
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38.2.2 we muststop processingthe personal data unless we candemonstrate compelling legitimate groundsfor
the processing, which overridetheinterests, rightsand freedomsoftheindividual; orthe processingis forthe
establishment, exercise or defense of legal claims.

38.3 If we process personal data for direct marketing purposes:

38.3.1 we must stop processing personal datafordirect marketing purposesassoonaswereceivean
objection. Thereare noexemptionsorgroundstorefuse;

38.3.2 we must deal with an objection to processing for direct marketing at any time and free of charge; and

38.3.3 we must nevertheless comply with the terms ofthe Privacy and Electronic Communication
Regulations and the e-Privacy Regulation which replacesiit.

38.4 If we process personal data for research purposes:

38.4.1 individuals must have “grounds relating to his or her particular situation” in order to exercise their right to object
to processing for research purposes; and

38.4.2 Ifweare conductingresearch wherethe processing of personal datais necessary forthe performance ofa
publicinteresttask, we are notrequired tocomply withanobjectiontothe processing

38.5 If our processing activities fall into any of the above categories and are carried out online, we must offer a way for
individuals to object online.

38.6 We mustinformindividuals of their right to object “at the point of first communication” and in our privacy notices.This
rightmustbe “explicitly broughttotheattention ofthe datasubjectandistobe presentedclearly and separately from
anyotherinformation”.

39. Automated Decision Making and Profiling.

39.1 The privacy legislation provides safeguards for individuals against the risk that a potentially damaging decision is taken
without human intervention.

39.2 We do not currently undertake any automated decision making. We mustidentify any of our subsequent
processing operations that constitute automated decision making.

39.3 Individuals have the right not to be subject to adecision when:
39.3.1 itis based on automated processing; and
39.3.2 itproducesalegal effectorasimilarly significant effect on the individual.

39.4 We must ensure thatindividuals are able to:
39.4.1 obtain human intervention;
39.4.2 express their point of view; and
39.4.3 obtain an explanation of the decision and challengeiit.
39.5 Theright to obtain human intervention does not apply if the automated decision is
39.5.1 :necessary for entering into or performance of a contract between us and the individual;
39.5.2 authorised by law (e.g. for the purposes of fraud or tax evasion prevention); or

39.5.3 based on explicit consent (but bearin mind that any consent can be withdrawn).
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39.6 Thedata protectionlaws define profilingas any form of automated processingintended to evaluate certain personal
aspectsofanindividual, in particulartoanalyse or predict their:

39.6.1 performance at work;
39.6.2 economic situation;
39.6.3 health;
39.6.4 personal preferences;
39.6.5 reliability;
39.6.6 behaviour;
39.6.7 location;or
39.6.8 movements.
39.7 When processing personal data for profiling purposes, we must ensure that appropriate safeguards are in place. We must:

39.7.1 ensure processing is fair and transparent by providing meaningful information about the logic involved, as well
as the significance and the envisaged consequences;

39.7.2 use appropriate mathematical or statistical procedures for the profiling;

39.7.3 implementappropriate technicaland organisational measures to enableinaccuracies tobe corrected and
minimise the risk of errors; and

39.7.4 secure personaldatainawaythatis proportionatetotherisktotheinterestsandrightsofthe
individual and prevents discriminatory effects.

39.8 Automateddecisionstakenforthe purposes mustnotconcerna child. Automated decisions mustnotinvolve or be
based onthe processing of special categories of data or criminal history records (previously sensitive personal data)
unless:

39.8.1 we have the explicit consent of the individual; or

39.8.2 the processingis necessary forreasons of substantial publicinterest onthe basis of EU / Member State
law. Thismust be proportionate totheaim pursued, respectthe essence of therighttodata protection
and providesuitableandspecificmeasurestosafeguard fundamental rightsand the interests of the
individual; and

39.8.3 (in each case) suitable measures to safeguard the data subject’s rights and freedoms and legitimate interests
arein place.

40. Enforcement.

40.1 Ifanindividual disagrees that we have properly complied with a Right or we fail to respond they may apply toa Courtfor
anorderorcomplaintothelCOineachcaserequiringusto properly performtheRight.

40.2 Ifthe CourtorthelCOagreeswith theindividualitcan:

40.2.1 40.2.1order usto properly carry out the Right and what steps are needed to do this; and
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40.2.2 order us to notify third parties who we have passed the data onto of the Right;
40.3 A court can also award compensation to the individual for any damage they have suffered as a result of our non-

compliance. ThelCOcanalsoimposeacivilfineuponus. Thesefinescanbeverysubstantial.

41. Deleting Personal Data in the normal course.

41.1 We are only required to supply information in response to an exercise of Rights that was processed at the date of that
request. However, we are allowed to carry out regular housekeeping activities even if this means deleting or amending
personal dataafterthereceiptofrequestinrelationtoaRight.

41.2

Whatwecannotdoisamend ordelete databecause wedonotwanttosupplyitorbecause ofthe exercise ofa Right.
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